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Tomcat Clustering Overview

What is Clustering?
* Performance improvement
* High availabllity

Tomcat Clustering
» Cluster membership/Grouping
» Session Replication

Load balancing is not a Tomcat features
* Use mod_jk / mod_proxy balancer
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Session Replication



Session Replication

Two ways Implementations
* All-to-All session replication

Tomcatl

» DeltaManager (Default)

ﬂ Nplicate to all nodes

 For small cluster

Tomcat3

———>

Tomcat2

Tomcat4

* Primary-Secondary replication

* BackupManager

Tomcatl
primary

 For large cluster

———>

Tomcat2
secondary

Replicate to backup node

Tomcat3

Tomcat4
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Session Replication

Delta Replication for session attributes
» Replicate only the changes of session

* Not all session data

* Replicate all changes of session at the time of end of
request

* Not replication per change of session



How to configure

* Define <Cluster> element inside The Engine or Host element.

» Configure Cluster Manager
» DeltaManager or BackupManager

» Configure Channel components
* Enable org.apache.catalina.ha.tcp.ReplicationValve

* Enable org.apache.catalina.ha.session.ClusterSessionListener

. If DeltaManager use '
N



Behavior of Session Replication



DeltaManager
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DeltaManager
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DeltaManager

. Node Recovery
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Tomcatl

______________________________

Session(Non-Pri)

Session(Non-Pri)

)

Tomcat3

Session(Non-Pri)

Session(Pri)

All Session Data Message

Complete Message

<

Tomcat2

Session(Pri)

Session(Non-Pri)

Tomcat4

Session(Non-Pri)

Session(Non-Pri)




BackupManager : session create

Create session Tomcatl Replicate session data Tomcat2
| > Session (Primary) | > Session (Backup)
@ Replicate sessionld
Tomcat3 Tomcat4
Session (Proxy) Session (Proxy)

* Primary Session : Master Session that currently used

« Backup Session : Backup session for the primary. it has same session data as primary

* Proxy Session : Sessions that have only session ID but no session data %
4 k\



BackupManager : session create

Create session
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BackupManager : replicate delta
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BackupManager : session remove
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BackupManager : Node Failure
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BackupManager : Node Recovery
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Cluster Channel



Channel

What is Channel ?
* Messaging & Grouping component

Responsibility
* Build Membership in cluster nodes
* Send channel messages to cluster nodes
* Recelve channel messages from cluster nodes



Channel Components
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Channel Components
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Channel Components

Channel

MembershipService

ChannelSender | —— poolSize

ChannelReceiver | —— maxThreads

Channellnterceptor

ChannelListener

MembershipListener




Channel Components

Channel

MembershipService

ChannelSender

1

ChannelReceiver




Channel Components
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Channel Architecture
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Sender/Receiver Tuning
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Sender/Receiver Tuning
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Sample config

<Cluster className="org.apache.catalina.ha.tcp.SimpleTcpCluster">
<Channel className="org.apache.catalina.tribes.group.GroupChannel">
<Membership className="org.apache.catalina.tribes.membership.McastService"
address="229.0.0.61" port="45564" frequency="500" dropTime="4000" />

<Receiver className="org.apache.catalina.tribes.transport.nio.NioReceiver"
address="auto” port="4004" autoBind="100" maxThreads="25"/>

<Sender className="org.apache.catalina.tribes.transport.ReplicationTransmitter">
<Transport className="org.apache.catalina.tribes.transport.nio.PooledParallelSender"
timeout="5000" poolSize="25"/>
</Sender>

<Interceptor className="org.apache.catalina.tribes.group.interceptors.MessageDispatchinterceptor" />
<Interceptor className="org.apache.catalina.tribes.group.interceptors.TcpFailureDetector"/>
</Channel>

</Cluster>



Add-ons features for Channel



Verifying members using TCP Packet

TCPFalilureDetector

* |t works in two ways.

* Intercept memberDisappeared events
* a heartbeat timeout has occurred in membership service

e Catches send errors.

Setting

<Interceptor
className="org.apache.catalina.tribes.group.interceptors.TCPFailureDetector”

[>



Asynchronous message dispatcher

MessageDispatchinterceptor

* Enable complete asynchronous messaging
* Queuing the message for delivery and immediately return to the

sender
Channel message
j‘> MessageDispatchinterceptor XXXXlInterceptor » | ChannelSender
Add Channel Message ThreadPool Tx
>
—— 1 | Channel message :> Request Thread

Dispath

Channel message
< j‘> DispatchThreadg | 2
f—.

Return immediately




Asynchronous message dispatcher

Setting

* <Interceptor
className="org.apache.catalina.tribes.group.interceptors.MessageDispatchinterceptor®
maxThreads="25"

maxSpareThreads="10"
/>

* You must set the send options asynchronous.
 Cluster’'s channelSendOptions to async(8) or async + use_ack(10)
« BackupManager’'s mapSendOptions to async(8) or async + use_ack(10)



Asynchronous message dispatcher

Notes : If using with TCPFailureDetector

* MessageDispatchinterceptor does not propagate send errors
to upper channel interceptor chains

* The setting order is important

Channel message

—

MessageDispatchlnterceptor :>TCPFaiIureDetector

Channel message

—

TCPFailureDetector [

—

* Intercepts memberDisappeared event

e (Catches send errors

MessageDispatchInterceptor

* Intercepts memberDisappeared event

»Catchessend-errors

—



Measuring channel messages

Throughputinterceptor

* Report the throughput statistics.
« Default interval is to report every 10000 messages.

Setting
* <Interceptor
className="org.apache.catalina.tribes.group.interceptors.Throughputinterceptor®
/>
* Logging setting

« Key: org.apache.catalina.tribes.group.interceptors.Throughputinterceptor

 Level: INFO
&



Measuring channel message

. e.g.

org.apache.catalina.tribes.group.interceptors.Throughputinterceptor.report Throughputinterceptor
Report|
Tx Msg:60,024 messages
Sent:53.30 MB (total)
Sent:53.31 MB (application)
Time:16.84 seconds
Tx Speed:3.16 MB/sec (total)
TxSpeed:3.16 MB/sec (application)
Error Msg:0
Rx Msg:60,048 messages
Rx Speed:0.23 MB/sec (since 1st msg)
Received:53.28 MB]




Domain Filtering

DomainFilterinterceptor
* Filtering members that join cluster group by the domain

Setting
« <Membership className="org.apache.catalina.tribes.membership.McastService"
address="229.0.0.61"
port="45564"

domain="{1,2,3,4}"
/>

* <Interceptor
className="org.apache.catalina.tribes.group.interceptors.DomainFilterinterceptor"

domain="{1,2,3,4}"
&

[>



Static Membership Service

Static Membership

* unicast based membership service
« sends TCP packets to predefined member address instead of multicast
* build a cluster group by describing the cluster members in server.xml

Two ways for static membership
« StaticMembershipinterceptor
« StaticMembershipService (Tomcat 9.0.11 or later)



Static Membership Service

StaticMembershiplnterceptor
* Setting
 Disable multicast membership
* Cluster’s channelStartOptions attribute = 3
* Enable TcpPinginterceptor for nodes failure detection
* Enable TcpFailureDetector for membership management
* Define members under StaticMembershipinterceptor

* The order is
TcpPinglnterceptor
TcpFailureDetector ,
StaticMembershiplnterceptor
P P /&




Static Membership Service

Setting:

<Interceptor className="org.apache.catalina.tribes.group.interceptors.TcpPinginterceptor"/>
<Interceptor className="org.apache.catalina.tribes.group.interceptors.TcpFailureDetector"/>
<Interceptor className=
"org.apache.catalina.tribes.group.interceptors.StaticMembershiplnterceptor">
<LocalMember className="org.apache.catalina.tribes.membership.StaticMember"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,1}"/>
<Member className="org.apache.catalina.tribes.membership.StaticMember"
port="4010" host="hostA"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,2}" />
<Member className="org.apache.catalina.tribes.membership.StaticMember"
port="4010" host="hostB"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,3}" />
</Interceptor>



Static Membership Service

StaticMembershipService

* Pros
» Use membership service instead of Interceptor
* |t does not depend on any other interceptors
* Easy to extend
» Several enhancement

* Cons
* Very new
* Not been tested than StaticMembershipinterceptor



Static Membership Service

Setting

<Membership
className="org.apache.catalina.tribes.membership.StaticMembershipService"
useThread="false” pinginterval="1000">

<LocalMember className="org.apache.catalina.tribes.membership.StaticMember"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,1}"/>

<Member className="org.apache.catalina.tribes.membership.StaticMember"
port="4010" host="hostA"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,2}" />

<Member className="org.apache.catalina.tribes.membership.StaticMember"
port="4010" host="hostB"
uniqueld="{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,3}" />

</Membership> %
4 K



Customize Channel components

Channel components are pluggable modules

» Channel is built using interfaces.

* Any of the components that are part of channels
can be customized



Customize Channel components
Customize Channellnterceptor

* Two ways for customizing Channellnterceptor

* Implements org.apache.catalina.tribes.Channelinterceptor
* Required interface, needs to implement lots of methods
* The base class is usually used.

« Extends org.apache.catalina.tribes.group.ChannellnterceptorBase
* Easy to use

* Propagate channel messages and member events
* JMX Support



Customize Channelinterceptor

* How to Extend ?
* How to Intercept channel messages?
* Overrides sendMessage and messageReceived methods

* How to intercept member events?
* Overrides memberAdded and memberDisappeared methods

* Periodical events
* Overrides heartbeat method

» Starts up/shuts down Intercepter
* Overrides start and stop methods

« 2 Make sure to call super.XXXX in above Al methods



Customize Channellnterceptor

* Setting
* Add interceptor class to classpath
« Set FQCN to className attribute in <Interceptor>
* <Interceptor

className="FQCN" attr="xxxxx"
[>



Customize Channel components

Customize MembershipService

* Two ways for customizing MembershipService

* Implements org.apache.catalina.tribes.MembershipService
* |t's a little complicated, it's hard to know which method to use

» Extends
org.apache.catalina.tribes.membership.MembershipServiceBase
org.apache.catalina.tribes.membership.MembershipProviderBase

* More simple
« Basic membership operations already have implemented



Customize MembershipService

* How to implement MembershipServiceBase ?
* Create concrete MembershipProvider in start method

* How to implement MembershipProviderBase ?
* [t depends heavily on what membership is based on.

 Basically detect members, add them to membership, and notify
membership service.

 >XFor reference, you can see StaticMembershipService.



Customize MembershipService

 Setting
 Add membershipService and provider class to classpath
» Set FQCN to className attribute in <Membership>
» < Membership

className="FQCN" attr="xxxxx"
[>



Customize Channel components

Customize Listeners

 TWO customizable listeners

* org.apache.catalina.tribes.ChannelListener
* istens to incoming messages from a channel

» org.apache.catalina.tribes.MembershipListener

* Listens to when a member has joined the group and
when a member has disappeared
&



Customize Listeners

* How to customize ChannelListener ?

* Implements accept method

* verify incoming message and member

* determine whether the listener will process this message or not.
* Implements messageRecelved method

* Process a incoming message

 Setting
« Add ChannelListener class to classpath
» Set FQCN to className Attribute in <ChannelListener>
« <ChannelListener
className="FQCN" attr="xxxxx"

»



Customize Listeners

* How to customize MembershipListener ?

* Implements memberAdded method
* Handles event that a member has joined the cluster group

* Implements memberDisappeared method
« Handles event that a member has disappeared from cluster group

 Setting
« Add MembershipListener class to classpath
« Set FQCN to className Attribute in <MembershipListener>
« <MembershipListener
className="FQCN" attr="xxxxx"

>



Customize Channel components

Customize Channel

* No need to customize channel

* [t IS enough to existing implementation(GroupChannel)
* |t Is hard to.
* There are so many interfaces what have to implement .



Channel APIs

Implements channel components programmatically in
embedded environment

* Using channel APIs
 Along the channel architecture



Channel APIs

Build Channel

/| create a Channel
GroupChannel channel = new GroupChannel();

// Membership Service
MembershipService membershipService = new MyMembershipService();
channel.setMembershipService(membershipService);

/| Receiver

NioReceiver receiver = new NioReceiver();
receiver.setAddress(“host");
receiver.setPort(4000);
channel.setChannelReceiver(receiver);

/| Sender

ReplicationTransmitter sender = new ReplicationTransmitter();
PooledParallelSender transport = new PooledParallelSender();
sender.setTransport(transport);
channel.setChannelSender(sender);




Channel APIs

Build Channel

Il Interceptors

MessageDispatchinterceptor dispatcher = new MessageDispatchlinterceptor();
channel.addInterceptor(dispatcher);

TcpFailureDetector tcpdetector = new TcpFailureDetector();
channel.addInterceptor(tcpdetector);

Channellnterceptor mylnterceptor = new MyChannelinterceptor();
channel.addInterceptor(myinterceptor );

//listeners

ChannelListener msgListener = new MyMessagelL.istener();
MembershipListener mbrListener = new MyMemberListener();
channel.addMembershipListener(mbrListener);
channel.addChannelListener(msgListener);




Channel APIs

How to use
* Tomcat Cluster Env

/| set channel to cluster
cluster.setChannel(channel);
// start cluster via container startup

 Embedded Env

//start the channel
myChannel.start(Channel. DEFAULT);

//send the message

Member[] members= channel.getMembers();
Serializable myMsg = new MyMessage(); =
4 -

channel.send(members, myMsg, Channel.SEND_ OPTIONS DEFAULT);




Monitoring Cluster



Monitoring Cluster

Monitoring your Cluster with IMX

 Catalina Domain
 Cluster Mbeans
e Cluster Mbean

« Deployer Mbean
« Member MBeans
* (Cluster )Manager Mbean

/

+

\+

+A
+,
f<
+
+
+.
+.

L

Cluster
=63 locathost
- Attributes
Operations
Notifications
33 Deployer
Member
08 “tep//12960.24062:4004"

e[ [+

-8 “tep/ /{129, 60, 240, 62114004

Connector
DataSource
Deployer

D Engine
Filter
GlobalRequestProcessor
Host
JspMonitor
Loader

@ MBeanFactory
Manager




Monitoring Cluster

Cluster Mbean
* Cluster settings
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Monitoring Cluster

Member Mbeans

 All Cluster members that have been joining cluster group

|£| Connection Window Help

Cwverview  Memory | Threads | Glazzesz WM Summary

MBeans

= 1. Gatalina
- =L Gluster
EI@ localhost
--F'.ttril:uutes
--Elperaticuns
--Hntifiu:atin:uns
E? Deplover
= Member
=0 " tep /12960 240 G24004"
Httr‘il:n.lte:z:
: G- Matifications
EI@ “top/ 1129, 60, 240, G2E140047
--F'.ttril:nutes
G Motifications
. Gonnector
. Datalsource

L]

attribute values

Mame Walue
tailing falze
hiosthame 1286024062
lozal true
member &liveTime 12026
mode ler Tvpe org apache catalina tribes membership MemberImpl
mzglount 4488
name top /12960 240 624004
port 4004
ready true
securePort -1
servicestart Time 1493618198582
suzpect talze
udpPort -1




Manager Mbean - Session Information
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Monitoring Cluster Channel

Monitoring Cluster Channel

e ClusterChannel Domain

 Channel Mbeans
 Channel Mbean
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Monitoring Cluster Channel

Channel Mbean

\%| Connection Window Help

Civerview | Memory | Threads | Clazzes | WM Summary MBeanz =
F- ) Gatalina Attribute values
EI o GlusterChannel Marme Vi lue
- I-I'é;___charmllh = Ch | Heartbeat true
i locamnas anne Heartbeatsleeptime 60000
=08 Channel .
C L e Members Unavailable
+iiilanize DiptionCheck true
G- Operations =

-- . Ihterceptor
E? Memberzhip
@ Receiver
03 Sender

— oar




Monitoring Cluster Channel

Membership Mbean
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Monitoring Cluster Channel

Membership Mbean
 Membership Operations
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Monitoring Cluster Channel

Sender Mbean

Settings and Stats info
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Monitoring Cluster Channel
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=)

Oy O Y oy O e O |
| gy bl i bl R L iy L |

i
. |:.
=

Catalina
ClusterChannel

B

Channe|
| localhost-Channel
"@ Channel

-- | hterceptar
G- Membership
=03 Receiver
-
[0 Sender

| JMImplementation

| Uzers

| COmEun.management
| javalane

| javanio

| javautilloeging

dttribute values

MHame Yalue
ActiveCount 0
Addreszs 12960240 62
AutoBind 100
CompletedTazk Count 1510
Direct falze
Liztening true
MaxIdleTime 30000
Max Threads 25
Min Threads 25
DoBhline true
PoolSize 25
Port 4004
FxBuf3ize 43800
SecurePort -1
Selector Timeout 5000
Sokesphilive falze
SalingerOn trie
Salinger Time 3
SoReuzefddress true
TazkCount 1510
TephoDelay true
Timeaut 2000
TxBufSize 25188
UdpPort -1
UdpFxBut3ize 43800
UdpTxBufsize 25188
IzeButfer Pool trie
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Interceptor Mbeans

| Connection Window Help

A” interceptOr that are Used in Crheerview | Memory | Threads | Glazzes | W Summar}f_
- ) Gataling
channel EI o ClusterChannel
=k L Channel
=- . localhozt-Channel

- 43 Channel

. 8 DomainFilterlnterceptar
! 3 MezzageDizpatchinterceptor
':? TepFailureDetector
- 8 TepPinelhterceptor
@ 8 ThroughputInterceptor
l 3 Memberzhip
! 3 Receiver
: O Sender
H- L JMImplementation
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Throughputlnterceptor

|£| Connection Window Help

Cverview  Memory | Threads | Classes

WM Summary | MBeanz

- Catalina

CHh- G Receiver

Attribute values

Eh L ClusterChanne| Marme Walue
=3 b Channel Thterval 10000
=10 localhost-Channel | a=tCmt 1.0
:@ ﬁTE””E't MbAppTx 0.3916463851928711
___@E'E]:EI:' ':!r —_— b R 0.6031494140625
1@ DominFilterlnterceptor MbTx 0.3916463851928711
Iﬂ MeszageDizpatchlhterceptaor Meg Falont 1339
(-0 TepFailure Detector Mg TxCnt 572
[+-8 TepPinelnterceptor Mg TErr 0
EI@ Throughputhterceptor OptionFlag 0
ttr'ltll.JE:E: RxStart 1493618700380
@ v hF'E‘ra}:.":'”s TimeTx 0.3800000000000002
1@ Membership ToStart 1493625363908
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TcpFailureDetector

|£| Connection Window Help | - || &[] x|
Overview  Memory | Threads  Clazses | WM Summary  MBeanz =
E- . Catalina Attribute values
El- L ClusterChannel MName alue

= i S Connect Timeout 100a

=l 1 localhost-Channel OotionEl 0
i 3 Channel ptiont ae
PerformRead Test talze

B i DEeptey Ferfor msend Test true
- . 8 DomainFilterhterceptor FeadTestT; E000
G- 88 MeszageDispatchlnterceptor adest Timeout
' Femovesuspects Timeout 300

EIE? TepFailure Detectaor
H " . -
. BE-Operations

[+ TraPinetercentnr
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TcpFailureDetector

[+ ) Gatalina Dpetation invocation

- GlusterChannel wiid

B Channel checkMembers i pl true |
= 1) localhost-Charnel

l"@l Channel
EP . Interceptar
l‘@ DomainF ilterInterceptar
l’"‘?_.l Mezzage Dizpatchlnterceptor
EIT‘FEI TocpFailureDetector
- - Attributes
-5 perations

- e —
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MessageDispatchinterceptor

£
|%| Connection Window Help | - || &[] = |
Owerview  Memory | Threads | Glassesz | WM Summary MBeans ==

- L Gataling

Attribute values

El L ClusterChannel
- B Channel

= lozalhost-Channe|

--@ Channel

=k L Interceptor

@ DomainFilterlnterceptor

EIE? MezzageDizpatchinterceptar

2R Aty ibutes

@ TepFailureDetector

@ TepPinelhterceptar

-0 Throughputihnterceptor

--@ e mbership

Matne Walue
fictiveCount ]
A lwayesend true
Completed Task Count 176
Currentsize 0
FeepdliveTime 2000
MaxClueuesize 67108864
Maxispare Threads 10
Max Threads 10
CiptionFlag 8
Foolsize 10
Taghk Count 176

[t Receiver
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