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350,000+  Subscribers

‘Open Source FIRST’ CULTURE

25,000+ Employees in 70+ Countries

9,000+ SOFTWARE Engineers

Who are we?
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Started in 2017

Part of A Larger Managed DATA Services ORG

OfferS Apache Cassandra-as-a-service for BLOOMBERG’S engineers

NoSQL Infrastructure
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CLUSTERS

~ 300
NODES

~ 4,000
DATA SIZE

~ 3PB

Managed Cassandra PLATFORM STATS
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Why Backup Cassandra?

Operational Resiliency Business Requirements

Audit RequirementsApplication Level Data Loss

Data Liquidity

Infrastructure Issues Regulatory Compliance

Business Continuity
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What Does Cassandra Offer?

nodetool snapshot -ttl 10d

cat /etc/cassandra/cassandra.yaml | grep "auto_snapshot:"

auto_snapshot: true

cat /etc/cassandra/cassandra.yaml | grep "incremental_backups"

incremental_backups: true

nodetool refresh – keyspace1 table1

sstableloader --nodes 172.17.0.2 \ 

/var/lib/cassandra/loadme/keyspace1/table1/

Backups Restores
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PRevious implementations
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   Add Remote Storage Backup Functionality to Cassandra/Cassandra SideCar

Backup Options

   Use Medusa for cassandra backups

   UTILIZE Existing Cassandra tools and build remote storage connection
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WHY Medusa?

Benefits Limitations

Built for Cassandra

Supports multiple storage types

Supports differential backups

Has purge functionality

Supports node and cluster restores

Only available as CLI or gRPC service (K8)

Orchestrator connects to nodes through pssh



© 2024 Bloomberg Finance L.P. All rights reserved.

Medusa Architecture at Bloomberg
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Backups with Medusa

FROM python3

RUN pip install cassandra-medusa

// environment variables used in config.ini file
ENV cluster_name
ENV nodetool_port

VOLUME cassandra.yaml .

// creates config.ini file
ENTRYPOINT ./config_file_setup

CMD medusa backup --backup-name <name>
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Full Backups with Medusa

First Backup

SSTable 1

Manifest

Second Backup

SSTable 1

SSTable 2

Manifest

Third Backup

SSTable 1

SSTable 2

SSTable 3

Manifest
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SSTables

Differential Backups with Medusa

Backup 1

SSTable 1

Manifest

Backup 2

SSTable 2

Manifest

Backup 3

SSTable 3

Manifest
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Restores with Medusa
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Maintaining BAckups

Retention Policy

● Needed to ensure backup cost is 
minimized

● Cannot use bucket TTL
● Nightly execution of Medusa purge

Backup Data Integrity

● Ensure that you can actually restore 
your backups

● Today: Regularly downloading backups
● Future: Periodically performing 

restores
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Future Work

Medusa Improvements

Point-in-Time Restores

Improve Storage Efficiency

NATIVE Cassandra Solution?
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